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No RLS App-Level Filter Database-Level RLS
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Figure 1. Three access models compared — no RLS leaves 100% of rows publicly readable
through the exposed anon key, app-level filters demand every query be perfect against
missed or Al-generated queries, and database-level RLS enforces correctness once with a
per-row security membrane
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1.1 About Pragma.Vision

Pragma.Vision is an Al-native commerce ecosystem—a growing family of intercon-
nected platforms sharing infrastructure, identity, and payment systems. When an Al
agent on wish.now processes a purchase, when a developer on phantoid.com deploys
a verified agent, when trust.authority issues a credential, every operation touches the

same underlying database layer.

That database stores financial mandates, user identities, agent credentials, transac-
tion histories, and protocol-specific metadata. A single misconfigured access policy
does not just expose one user's data—it exposes every user on every platform simul-

taneously.
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This book exists because Row-Level Security is the single most important security fea-
ture in the Pragma.Vision database architecture, and it is the feature most commonly

misconfigured by development teams building multi-tenant Al platforms.

1.2 The Supabase API Exposes Everything by Default

Supabase generates a PostgREST APl automatically for every table. This is its greatest
strength and its greatest danger. The moment you create a table, it is queryable from
any client with your project's public anon key. Without Row-Level Security enabled,

every row in that table is accessible to every user.

100%

of Supabase tables without RLS are publicly readable through the
auto-generated API

This is not a bug. It is the design. Supabase trusts that you will define access policies
at the database level rather than the application level. If you skip that step, the API

exposes your data with the same enthusiasm it uses to serve it.

The Supabase SQL Editor and server-side clients bypass RLS entirely. Testing

queries in the dashboard does not validate your security policies. You must test

from the client SDK—the same path your users and attackers will take.

1.3 Why Application-Level Filtering Is Not Enough

Many developers add WHERE user_id = current_user to their application queries and

consider the problem solved. This approach fails for three reasons:
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1. Every query must be perfect. A single missing filter in any query, in any endpoint,
in any edge function, exposes data. Application-level security requires perfection

across every code path. Database-level security requires correctness in one place.

2. Al-generated queries cannot be trusted. If your platform uses Al agents that con-
struct or modify database queries, application-level filtering depends on the Al

never generating a query that omits the user filter. This is an unreliable assumption.

3. Direct APl access bypasses your application entirely. Supabase's PostgREST API
is accessible to anyone with your project URL and anon key—both of which are
embedded in your client-side JavaScript and visible to anyone who opens browser

DevTools.

Row-Level Security is not an additional layer on top of application logic. Itis the

foundation beneath it. Application filtering is an optimization for reducing un-
necessary data transfer. RLS is the enforcement mechanism that makes unau-

thorized access structurally impossible at the database level.

1.4 What This Book Covers

This book is a practitioner’s guide to implementing comprehensive RLS for multi-tenant
Al platforms built on Supabase. It is grounded in real implementation experience—the
Pragma.Vision ecosystem enforces RLS on every table across two separate Supabase

projects, supporting multiple protocols, tenant models, and compliance requirements.

You will learn:

1. How Supabase RLS fundamentals work—USING clauses, WITH CHECK, auth.uid(),

and policy composition (Chapter 2).
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2. Multi-tenantisolation patterns for user-level, organization-level, and role-based ac-

cess (Chapter 3).

3. Protocol-specific access control for dual-protocol architectures like AP2 and ACP
(Chapter 4).

4. The two-database strategy that separates consumer platforms from compliance-

critical infrastructure (Chapter 5).

5. Ephemeral development workflows that prevent Pll from leaking into development

environments (Chapter 6).

6. Testing strategies for RLS policies including IDOR testing and penetration test pat-

terns (Chapter 7).

7. Production hardening patterns including audit logging, connection pooling, and

backup security (Chapter 8).

Every SQL example in this book uses Supabase PostgreSQL 17 syntax and can be

applied directly as migration files. The patterns are portable to any PostgreSQL
database with RLS support, but the auth.uid() and auth.jwt() functions are

Supabase-specific helpers.

1.5 Who This Book Is For

This book is for backend developers, platform architects, and security engineers build-
ing multi-tenant applications on Supabase—particularly those whose platforms involve
Al agents, multiple user types, or financial transactions. If you have ever asked “how
do | make sure User A cannot see User B's data,” this book gives you the complete

answer.
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Get the complete book — https://shop.pragma.vision
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