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The Credential Gap for Al Agents
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portable, verifiable, privacy-preserving credentials for non-human agents

Figure 1. The credential gap compares rich human attestations with APl keys and OAuth
tokens that only prove payment or delegation; with a 144:1 NHI-to-human ratio, Al agents
still lack verifiable competence, safety, and scope

1.1 The Identity Crisis in Al

The internet was built for humans. Every identity system—from passwords to pass-
ports, from SSL certificates to social logins—assumes there is a person at the other
end. That assumption is breaking. By early 2026, non-human identities (NHIs) out-
number human identities by 144 to 1 in typical enterprise environments.” Al agents
are executing financial transactions, accessing sensitive databases, negotiating con-
tracts, and making purchasing decisions—all without any standardized way to prove

who they are, what they can do, or whether they should be trusted.

This is not a theoretical problem. The World Economic Forum identified trust as the
defining challenge for Al agents entering economic systems. When an Al agent re-
quests access to your company's procurement system, you need answers to three

questions that no existing credential system was designed to answer: Is this agent

"Cloud Security Alliance and Astrix Security, “State of Non-Human Identity Security,” 2025.
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what it claims to be? Can it actually perform the tasks it advertises? Will it behave

within the boundaries it promises to respect?

144:1

ratio of non-human identities to human identities in enterprise environments

Human identity documents—driver's licenses, passports, professional certifications—
encode arich set of claims about the holder. A medical license does not merely identify
a doctor; it attests to their training, their specialization, their jurisdiction, and the au-
thority that verified all of these claims. The license can be independently verified. It

expires. It can be revoked.

Al agents have nothing equivalent. An APl key proves that someone paid for access. An
OAuth token proves that a user delegated permission. Neither proves that the agent is
competent, safe, or trustworthy. The gap between what human credentials accomplish

and what agent credentials accomplish is the central problem this book addresses.

The verifiable credential ecosystem has matured through decades of work on

human identity. W3C published the Verifiable Credentials Data Model 2.0 as
a full Recommendation in 2025. The standard is ready. The infrastructure is
ready. What is missing is the schema layer that makes credentials meaningful
for non-human entities—specifically for Al agents that transact autonomously in

economic systems.

1.2 About Pragma.Vision

Pragma.Vision is an Al-native commerce ecosystem where multiple platforms work
together to fulfill human needs through intelligent orchestration. The ecosystem in-

cludes a growing family of interconnected platforms—from wish fulfillment (wish.now)
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to agent marketplaces (phantoid.com) to logistics (daily.delivery)—all connected by
shared authentication, dual-protocol payments (Google AP2 + Stripe ACP), and

guantum-safe cryptography.

At the foundation of this ecosystem sits Trust Authority Al (trustauthority.ai), a
Certificate Authority purpose-built for Al agents. Trust Authority issues TrustBadge
credentials—W3C-compliant verifiable credentials that encode an agent's identity,
capabilities, behavioral audit results, and dynamic trust scores. This book draws

directly from the design and implementation of that credential system.

1.3 What You Will Learn

This book covers eight core areas:
1. W3C VC Data Model 2.0: The standard that makes credentials interoperable,
portable, and cryptographically verifiable across any system.

2. The TrustBadge Schema: A purpose-built credential schema for Al agents that

goes beyond identity to encode capabilities, behavior, and trust.

3. Dynamic Trust Scores: A multi-dimensional scoring system that updates based on

real transaction history, not static attestations.

4. Capability Declarations: How to formally specify what an agent can do, what re-

sources it requires, and what constraints it respects.

5. Verification Tiers: A four-level verification model from self-declared identity to full

compliance certification.

6. Issuance and Presentation Flows: TypeScript implementation of the complete cre-

dential lifecycle—creation, signing, presentation, and verification.

7. Trust Ecosystem Architecture: How issuers, holders, and verifiers interact in a

decentralized credential network for Al agents.
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8. Production Considerations: Revocation, selective disclosure, privacy preserva-

tion, and quantum-safe signature integration.

Whether you are a developer building Al agents that need to prove their trustworthi-
ness, an enterprise architect evaluating agent identity solutions, or a platform operator
who needs to verify the agents interacting with your system, this book provides the
schemas, code, and architectural patterns to implement verifiable credentials for the

non-human economy.

Get the complete book — https://shop.pragma.vision
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